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Motivation Methodology

Operational Technology (OT) systems are becoming more
interconnected and are converging with IT systems.
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Create Endpoint State Machines
Protocol specifications must be manually evaluated by
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each vendor to create their own protocol implementation
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Protocol Specifications are limited in scope:

(Modbus) and Time Sensitive (GOOSE)
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Hardware Testbed Results
Devices can have large discrepancies in handling a
large amount of traffic

May assume a “Defense in Depth” strategy, that leave
devices vulnerable to protocol specific attacks

Ability to 1dentify latency and packet loss for individual devices, which can be leveraged for
matching simulation results to hardware behavior.
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Figure 1. Effect of Cyber Attack on Device Response Time [2]

Conclusion and Future Work

_ Future Work: Conclusions:
@ Q @ - Validate simulation results against physical -
* A formalized method for identifying and verifying ModbusClient Suikehd MbServerD IEDs
vulnerabilities would facilitate more robust devices

Introduced End-to-End evaluation framework
for OT protocols

Contribution

- Expand Simulation to representative case study

- Identified protocol vulnerabilities through

- Using UNMC network as reference Formal Modelling
Network Model in OMNET++
Formal Verification Models of Protocol Specifications:

- Create dynamic tests to match simulation
* C(reated using Construction and Analysis of Distributed
Processes (CADP) [1]

parameters to physical d

- Created representative simulation for OT
evice behavior network

Identify risks within specification and implementation
cybersecurity, solely from protocol specifications
Simulation of OT Networks:

- Match emulated IED bel

havior to physical
devices

- Created physical testbed for production
hardware

- Identify weak points in reference network i Cap l?e expanded to 1dentity weak points in
through simulation existing networks

o Utilize OMNET-++ package with INET framework

* Build OT specific protocols on top of existing network
simulations

Testbed with Hardware:

Project Collaborators

Creation of individual protocol libraries using C
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